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Purpose

The purpose of this document is to assist clients to use FTPS with FileZilla and/or

WinSCP or a curl statement.

Technical

FTPS is a secure alternative to FTP. The instructions below in this document
explain how to use FileZilla and/or WinSCP to connect to bpost using FTPS.

1: Using FTPS in FileZilla

Confidential | Document author | section | 10/04/2018
bpost, limited company under public law | Centre Monnaie, 1000 Brussels

Open ‘Filezilla’
Open ‘Site Manager’

FileZilla = X
File Edit View Transfer Server Bookmarks Help
Site Manager... Ctrl+S
Copy current connection to Site Manager... | Port l:l | R — ” .
New tab Ctrl+T
Close tab Ctrl+W
Export.
Import.
Show files currently being edited. Ctrl+E
Exit Crl+Q
Local site: | \\postbpgnet.net\HD\P11Q06\u5 1501 T\MySettings\EDS\Desktoph, +| | Remote site: ¥
= Desktop
Documents
(=% This PC
5 C (Windows)
Filename Filesize Filetype Last modified ~ | Filename Permissi.. Owner/G
5/ SRECYCLEBIN Folder 01/22/18 18:14... v T
8 files and 1 directory. Total size: 1.026.754 bytes Not connected.
Server/Local file Direc.. Remote file Size Priority Status
-‘ Queued files | Failed transfers 1 Successful transfers
Opens the Site Manager BH Queue: empty oo
: \ e
Click On ‘New Site
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E FileZilla = X
File Edit View Transfer Server Bookmarks Help
w-EeEle v Rk EIX@ N
Hcst:l ‘ Usemamez‘ ‘ Passwurd:l | Port: l:l Quickconnect H
Site Manager X
2y General Advanced Transfer Settings Charset
W Predefined Sites
™1y Sites| Hest: Port:
Protocol: FTP - File Transfer Protocol
Encryption: [Use explicit FTP over TLS if available ~
Logon Type: /Anonymous S
User.
Local site: | \\postbpgnetnet\HD\P Password,
- Desktop
Documents
B-%) ThisPC Comments:
5 ¢ (Windows)
New Site | ‘ New Folder
New Bookmark Rename
Delete Duplicate
Filenam@ Filesize Filety) Permissi.. Owner/G..
a7 SRECYCLEBIN Foldef g
6 files and 1 directory. Total size: 688.720 bytes Not connected.
Server/Local file Direc.. Remote file Size Priority Status
| Queued files | Failed transfers | Successiul transfers
B9 Queue: empty oo

On the Right, Fill in all required Information. below explanation will give you

more details:

o Host: This should be the address of the server
The new name of our server is filetransfer.bpost.be (the old
server name can still be used)

Port: 21

o O O O

Protocol: FTP - File Transfer Protocol
Encryption: Require explicit FTP over TLS

Logon Type: choose one of these

1. Ask for password
e This will ask for password in next step
2. Normal (this will save the password)
e Password is saved for future uses
User: your FTP user id shared by bpost
Password: your FTP user’s password shared by bpost
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B9 Queue: empty

A rilezila - X
File Edit View Transfer Server Bookmarks Help
W - EERE 2 4Rk s 5 A
Hust“ | Usemame“ Password: | | Port: l:l EI
Site Manager X
S35 Ay General Advanced Transfer Settings Charset
W Predefined Sites . -
LI My Sites Host: filetransfer.bpost.be Port:
1 New ssite Protocol: |FrP - File Transfer Protocol
Encryption: | Require explicit FTP over TLS
Logon Type: |Norma| V{
User: [ :aBo |
Password: | eececeee ‘
Local site: ‘ \\post.bpgn{ v
Documents Comments:
B This PC
% C: (Windol ‘ New Site ‘ ‘ New Folder ‘
- ‘ New H Rename
Filename Fils Permissi Owner/G.
2 ‘ Delete ‘ ‘ Duplicate ‘
s SRECYCLE.BIN
5 files and 9 directories. Connect ‘ ‘ oK ‘ ‘ Cancel
Server/Local file -
-‘ Queued files l Failed transfers l Successful transfers
e

e Click on ‘Con

nect’

e You should get a prompt for a certificate - this indicates the connection will be
encrypted. Click ‘OK’ and proceed
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New site - ftpes://FTP,

File Edit View Transfer Server Bookmarks Help

2filetransfer.bpost.be - FileZilla

(17 v| _‘,‘ﬁﬁ‘rdﬁ TN o B W W~ e B

Unknown certificate
Host:

The server's certificate is unknown. Please carefully examine
Status: Re the certificate to make sure the server can be trusted.
Status: Cq

Status: Cq
Status: Inil Valid from:

Status: Ve Valid to:
Serial number:

Details

06/12/17 02:00:00

06/22/20 14:00:00

05:32:45:c0:33:70:bc:5d:55:63:7c:00:f2:86:dc:f3

Public key algorithm:  RSA with 2048 bits

Signature algorithm:  RSA-SHA256

Fingerprint (SHA-256): 77:ec6c.0c.cd:9d:14:09:44:b2:de:acebicd:cbicT:
dc:5b:85:c4:b5:9c:c3:4c:fa:0b:31:df: 18:8d:45:63

Fingerprint (SHA-1):  17:15:ac:c6:5¢:37:42:f1:83:94:9d:a6:dc:f9:68:36:9c:06:2T:b 1

Subject of certificate
Common name: filetransfer.bpostbe

Organization: bpost NV van publiek recht / bpost SA de droit public
Country: BE

Locality: Brussel

Organization:
Unit:
Country:

Local site: | \

name: fil fer.bpost.be

Session details

Certificate issuer

Common name: DigiCert SHA2 High Assurance Server CA

DigiCert Inc
www.digicert.com
us

F"emmg Host: filetransfer.bpost.be:21
Protocol: TLS12
87 SRECYCLE Ks-y exchange: ECDHE-RSA
5 files and 9 Cipher: AES-256-CBC
MAC: SHA384
Server/Local
Trust this certificate and carry on connecting?
O Always trust certificate in future sessions.
oK [ Cancel
| Queued file .
L T T T [
i & B9 Queue: empty e

e Once connected, all file transfers will now be encrypted and will be secure.
o Navigate to the directory containing the files you need under Local

site: (you can paste the path)
Navigate to the destination folder on Remote site

Select the files you want to upload (you can use ctrl or shift select), right

click and upload
o Verify that the upload was successful.

Note: Please make “Passive” mode of transfer connections to bpost servers. By default,
FileZilla uses “Passive” mode of connection, but incase if it is changed, please use either

“Default” or “Passive” mode.
Below, location to make the selection if it has been changed.
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FileZilla = [u} %
File Edit View Transfer Server Bookmarks Help
Y- EOFE e Ree EXEn
Husl:‘ ‘ Usernamez‘ ‘ Password:‘ ‘ Port: l:l ‘Quickconnect "|
Site Manager X
SeLednl General Advanced Transfer Settings Charset
W Predefined Sites Fr—
J My Sites ¢
i Newsie @ Default |O Active
[ Limit number of simultaneous connections
Maximum number of connections: 1
Local si :| ~
=+ Desktop
Documents
B ' This PC
G
‘ New Site ‘ ‘ New Folder ‘
‘ New Bookmark H Rename
Delete ‘ | Duplicate
Filename Filesize Filetyy Permissi.. Owner/G..
[ | [ o | [
& server
6 files and 1 directory. Total size: 53.210 bytes INm connected.
Server/Local file Direc.. Remote file Size Priority Status
-‘ Queued files | Failed transfers j Successful transfers
B9 Queue: empty o
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2: Using FTPS in WinSCP
Open ‘WinSCP’
Select ‘New Site’

& Login - WinSCP

L New Site

Tools

- >
Session
Eile protocol: Encryption:
|FTP v | |TLS/SSL Explicit encryption |
Host name: Port number:
| | 25
User name: Password:
| I |
[]Anonymous login
Save |v]| | Advanced... |v
[ Login |v | Close | | Help

In Session section on the right, Fill in all required Information. Following
explanation will give you more details:

o

(e]

(e]

File Protocol: FTP

Encryption : TLS/SSL Explicit encryption
Host name: This should be the address of the server
The new name of our server is filetransfer.bpost.be (the old

server name can still be used)

Port number: 21

User name: your FTP user id shared by bpost
Password: your FTP user’s password shared by bpost
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& Login - WinSCP — X
G New Site Session

Eile protocol: Encryption:
|FTP ~ | |TLS/SSL Explicit encryption |
Host name: Port number:
|transfer.bpost.be | | 21 :|
User name: Password:
|SUMUSR | |...... |

["]Anonymous login

Advanced... |v

Tools - Manage ¥ [E]Login |v- Close Help

e Click on 'Login’ to connect to server.
e You should get a prompt for a certificate - this indicates the connection will be

encrypted. Click ‘Yes’ and proceed
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Warning

? X

The server's certificate is not known. You have no guarantee
that the server is the computer you think it is.

Server's certificate details follow:

Issuer:

- Organization: DigiCert Inc, www.digicert.com, DigiCert SHA2 High Assurance
Server CA

- Location: US

Subject:

- Organization: bpost NV van publiek recht / bpost SA de droit public,
filetransfer.opost.be

- Location: BE, Brussel

Valid: 12-Jun-17 12:00:00 AM - 22-Jun-20 12:00:00 PM

Fingerprint (SHA-1): 17:15:ac:c6:5¢:37:42:ff:83:94:9d:a6:d:f9:68:36:9¢:06:27:b1

Summary: Unable to get local issuer certificate. The error occurred at a depth
of 1in the certificate chain.

If you trust this certificate, press Yes. To connect without storing certificate,
press No. To abandon the connection press Cancel.

Continue connecting and store the certificate?

No | Cancel Copy Key Help

e Once connected, all file transfers will now be encrypted and will be secure.

o

navigate to the directory containing the files you need (Left side) (you

can paste the path)

navigate to destination folders on the right side (you can paste the path)
Select the files you want to upload (you can use ctrl or shift select), right

click and upload
Verify that the upload was successful.

Note: Please make “Passive” mode of transfer connections to bpost servers. By default,
WinSCP uses “Passive” mode of connection, but incase if it is changed, please change it
to “Passive” mode.

Below, location to make the selection if it has been changed.
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== X
@ New Site Session
Eile protocol: Encryption:
FTP ~ | TLS/SSL Explicit encryption b2l
Host name: Port number:
| || af
User name: Password:
[]Anonymous login
Save hd | Advanced. |
- I
Advanced Site Settings ? X
Enviranment Connection
Directories
Recycle bin
FTF Optimize connection buffer size
Connection |
Proxy Timeouts
TLS/SSL Server response timeout: = | seconds
Tools > Manage hd Note
. Keepalives
Oor
Sending of null SSH packets
@ Executing dummy protocol commands
Seconds between keepal 30
Internet protocol version
Auto (@) (@) %3
Color - Cancel Help
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3: Using curl to upload a file using FTPS

Below is a curl statement structure which can ne used to upload a file to an FTPS server

curl --ftp-ssl -v -k -u USERNAME:PASSWORD -T PATH_AND/OR_NAME_OF_FILE_TO_BE_UPLOADED ftp://SERVER_HOST_NAME:21/NAME_OF_THE_FILE

Where,

curl is the curl statement itself

--ftp-ssl specifies ftp over ss/

-V (optional) to enable verbose mode

-k (optional) to force curl to skip checking and obeying to
the known hosts file

-u command to specify authentication information

USERNAME your FTP user id shared by bpost

PASSWORD your FTP user’s password shared by bpost

-T command to specify Upload

PATH_AND/OR_NAME_OF
FILE TO BE_UPLOADED

file to be uploaded

SERVER_HOST_NAME

one of the hostnames of bpost servers
The new name of our server is filetransfer.bpost.be
(the old server name can still be used)

NAME_OF_THE_FILE

name of the file at destination
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